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Intune Tips and Tricks

INTRODUCTION

Below you will find a collection of tools that can help assist with day to day tasks in Intune.
**Please use with caution and test thoroughly as they are built by Microsoft MVPs and not
official Microsoft Intune products

Featured Tools

1. Intune Maps by Shehan Perera

Intune Maps provides a visual representation of your Intune deployments, making it
easier to understand and analyze configurations and policies. It's perfect for admins who
prefer a more graphical approach to managing their Intune environment.

2. Rockn Roll Tool by Nicklas Ahlberg

Rockn Roll Tool is an all-in-one toolkit that simplifies various Intune management
tasks. From deployment to compliance monitoring, this tool offers a range of solutions
to enhance your Intune environment.

3. Rock My Printers by Nicklas Ahlberg

Managing printers in Intune can be tricky, but Rock My Printers makes it a breeze. This
tool helps you configure and deploy printer settings across devices seamlessly.

4. Intune Remediation Repo by Jannik Reinhard

Intune Remediation Repo is a repository full of remediation scripts for Intune's
Endpoint Analytics. These scripts automate common troubleshooting tasks, helping you
proactively address issues.

5. System Information and Self-Service Tool by Jannik Reinhard

System Information and Self-Service Tool gives end users the power to troubleshoot
their own devices. It provides detailed system information while offering easy-to-use
troubleshooting tools.
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6. BitLocker PIN via Intune by Oliver Kieselbach

Securing devices is crucial, and BitLocker PIN enables pre-boot BitLocker startup PIN
configurations using Intune. This guide simplifies the process, ensuring enhanced
security across your fleet.

7. DCToolbox by Daniel Chronlund

DCToolbox is a PowerShell module designed to automate Microsoft 365 security and
conditional access tasks, helping you maintain a secure environment effortlessly.

8. Device Validation Tool by PowerOfPowerShell.com

Device Validation Tool is a GUI-based tool that validates devices post-imaging or
Autopilot. It ensures that devices are properly configured before deployment, saving
time and reducing errors.

9. Intune Debug Toolkit by Mattias Melkersen

The Intune Debug Toolkit offers a set of tools to troubleshoot and resolve issues in
your Intune environment, improving your efficiency in diagnosing problems.

10. Intune Device Details Ul by Petri Paavola

With Intune Device Details Ul, you can view detailed information about devices
managed by Intune. This Ul tool makes it easy to gather important details about each
device.

11. Intune LogReader by Petri Paavola

The Intune LogReader simplifies reading and analyzing Intune logs. It helps IT admins
quickly identify issues and resolve them with minimal downtime.

12. Intune Script Viewer by Trevor Jones

Managing scripts in Intune is made easy with the Intune Script Viewer. This tool lets
you view and manage all your PowerShell scripts used in Intune configurations.

13. Automatic Microsoft 365 Documentation by Thomas Kurth
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https://oliverkieselbach.com/2019/08/02/how-to-enable-pre-boot-bitlocker-startup-pin-on-windows-with-intune/
https://danielchronlund.com/2020/11/09/dctoolbox-powershell-module-for-microsoft-365-security-conditional-access-automation-and-more/
https://www.powerofpowershell.com/post/device-validation-with-powershell-wpf-gui-post-imaging-or-autopilot
https://msendpointmgr.com/intune-debug-toolkit/
https://github.com/petripaavola/IntuneDeviceDetailsGUI
https://github.com/petripaavola/Get-IntuneManagementExtensionDiagnostics
https://smsagent.blog/2022/05/11/script-viewer-for-microsoft-endpoint-manager/
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Automatic Microsoft 365 Documentation generates comprehensive documentation
for your Microsoft 365 environment, including Intune policies, making it easier to audit
and track changes.

14. Intune Management by Micke Karlsson

Intune Management is a tool for automating various Intune tasks, from policy
deployment to user management, saving you valuable time and effort.

15. Intune Drive Mapping Generator by Nicola Suter

Intune Drive Mapping Generator helps you create drive mapping policies for your
Intune-managed devices, ensuring that users have the right network drives available
when they log in.

16. IntuneWin Build and Extract Tool by Damien Van Robaeys

IntuneWin Build and Extract Tool automates the creation and extraction of IntuneWin
files, making it easier to package applications for deployment.

17. Enhanced Inventory for Intune by Jan Ketil Skanke

Enhanced Inventory for Intune provides additional inventory data for devices
managed by Intune, giving you better insights into your environment.

18. OSDCloud by David Segura

OSDCloud is a cloud-based operating system deployment solution that integrates with
Intune, making device provisioning more efficient and flexible.

19. PSAppDeployment Toolkit by Sean Lillis and Dan Cunningham

The PSAppDeployment Toolkit simplifies application deployments in an enterprise
environment. It provides a powerful framework for managing application installs and
updates across Intune-managed devices.

20. Intune Backup/Restore PowerShell Module by John Seerden

Intune Backup/Restore PowerShell Module automates the backup and restoration of
your Intune configurations, ensuring that you can recover settings quickly in case of an
issue.
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https://www.wpninjas.ch/2021/05/automatic-intune-documentation-evolves-to-automatic-microsoft365-documentation/
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https://www.osdcloud.com/
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https://github.com/jseerden/IntuneBackupAndRestore
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21. IntuneCD by Tobias Almen

IntuneCD integrates Intune with continuous deployment (CD) pipelines, automating the
deployment of configurations and updates.

22. Proactive Remediation for Business by Florian Scloud

Proactive Remediation for Business helps you stay ahead of potential issues in your
Intune environment by identifying and remediating them before they become critical
problems.

23. Intune Documentation by Ugur Koc

Intune Documentation Generates comprehensive PDF reports of all your Microsoft
Intune configurations in under 3 minutes. Export 150+ policies with complete settings,
assignments, and ADMX values — ready for audits, compliance reviews, or knowledge
transfer.

Groups to Follow on LinkedIn

e Modern Endpoint Management
e Intune Community Heros
e  Microsoft Intune Professionals
e Microsoft Endpoint Manager/Intune Suite
Microsoft MVPs to Follow on LinkedIn
e Shehan Perera « Damien Van Robaeys
e Nicklas Ahlberg e Jan Ketil Skanke
e Jannik Reinhard o David Segura
e Oliver Kieselbach e Sean Lillis
o Daniel Chronlund e Dan Cunningham
o Mattias Melkersen e John Seerden
e Petri Paavola e Tobias Almen
e Trevor Jones e Florian Scloud
e Thomas Kurth ¢ Rudy Ooms
e Micke Karlsson e Andrew Taylor

¢ Nicola Suter
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https://www.linkedin.com/groups/4762914/
https://www.linkedin.com/groups/73332/
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Daily Checklist

1. Microsoft Intune Admin Center

Login and Dashboard Check

Ensure you can access Intune Admin Center and review the overall status.

Service Health

Check Microsoft 365 Admin Center — Health — Service health for Intune-related issues or advisories.

2. Device Compliance & Health

Non-Compliant Devices

Go to Devices > Monitor > Compliance status. Review non-compliant devices and reasons.
Device Check-ins

Identify devices that haven't checked in recently (e.g., past 7 days).

Autopilot Deployment Status

Monitor Devices > Windows > Windows enrollment > Deployment profiles.

3. App Monitoring

App Deployment Failures

Go to Apps > Monitor > App install status. Review any failed or pending deployments.
Pending App Approvals (if using Company Portal)

Check for any user requests pending approval.

4. Configuration Profiles

Profile Deployment Status

Go to Devices > Configuration profiles > [Profile] > Device status and review failed deployments.
Script Execution Failures

Monitor Devices > Scripts > [Script Name] > Device status.

5. Endpoint Security

Policy Status

Check Endpoint Security > Antivirus / Firewall / Disk encryption policies.

Threat Detection

Use Microsoft Defender for Endpoint (if integrated) to monitor threats or incidents.
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6. User Issues & Support

Review Helpdesk Tickets

Coordinate with the support/helpdesk team for any new issues related to device provisioning,
compliance, or app deployments.

Device Enrollment Failures

Go to Devices > Monitor > Enrollment failures and review.

7. Audit & Alerts

Audit Logs

Review Tenant admin > Audit logs for recent changes made by admins.

Alerts & Notifications

Check for any Alerts under Microsoft 365 Defender, Azure AD, or Intune alerts if configured.

8. Licensing & Users

License Availability

Check license availability in Microsoft 365 Admin Center.

User Assignment Issues

Make sure new users are assigned proper Intune licenses and groups.
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*\ Cheat Sheet: Device Management & Configuration
. Common Problems
Problem Description

X Devices not enrolling properly Stuck during ESP, MDM authority misconfigure, outdated OS

() Configuration profiles not applying Policy conflicts, targeting issues, unsupported settings

. Settings partially applied Some CSPs failing due to OS version or sync issues
k=] Device stuck in pending sync Intune sync errors, offline devices, MDM channel block
& Policy shows “Not applicable” Platform mismatch, group targeting issues

~ Wi-Fi/VPN profiles not applying Incorrect payload, cert issues, wrong VPN plug-in

1. BitLocker policy not enforced Drive not eligible, TPM not ready, user not prompted
@, Firewall rules not working Local policies overriding, missing rules
L Custom OMA-URI failing Incorrect syntax, scope tags, permission issues
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# Troubleshooting: Where to Look

Tool / Log Use it for
DeviceManagement-Enterprise-Diagnostics-Provider (Event CSP processing (Event ID 813,
Viewer) 404, 201)

m MDM Diagnostic Report (Settings > Accounts > Access work or

Policy assignments, status
school > Info > Export)

IntuneManagementExtension.log For PowerShell scripts,
(C:\ProgramData\Microsoft\IntuneManagementExtension\Logs) proactive remediations

Registry Path (HKLM\SOFTWARE\Microsoft\PolicyManager\) See applied CSPs

_! Company Portal Logs Enrollment/authentication
(%ProgramData%\Microsoft\OnlineManagement\Logs) logs

For AAD join/troubleshooting

. > Mi . ) .
Event Viewer > Microsoft-Windows-AAD/Operational MDM enrollment

sl Intune Admin Center > Devices > [Device] > Device .
. . Profile status, errors
configuration

Sync now, check MDM

. Settings > Accounts > Access work or school > Info .
assignments

Query device status,
() Graph Explorer compliance, troubleshooting
targeting
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Solutions / Fixes

Scenario Fix / Resolution

- Clear device object from Intune and re-enrol
k= Device stuck in ESP - Verify network connectivity
- Use Autopilot diagnostics page (Win + Ctrl + Shift + D)

- Check policy scope tags and assignment
X Config profile not applying - Confirm device meets OS prerequisites
- Remove conflicting GPOs or legacy policies

- Ensure the profile matches platform and version

Poli t licabl . . .
@ Policy not applicable - Use GPO analytics to identify conflicts

- Verify TPM presence and readiness (TPM.msc)

BitLock t enforci . C .
W bittockernot enforcing - Confirm the disk is GPT and not encrypted with 3rd party tools

- Ensure proper certificate is available
I Wi-Fi/VPN fails - Check plug-in support (e.g., Cisco AnyConnect VPN plug-in
required)

- Use DM logs to trace the exact setting

L OMA-URI fails silentl . .\
s sl ¥ - Validate syntax (case-sensitive, correct CSP path)

/ Policy remnants after
. ¥ - Manually remove from Registry or use fresh start in Intune
unenrolment

- Trigger sync, then use MDMDiagReport.html to compare expected

~ Incorrect setting values . .
€ vs applied settings
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B Cheat Sheet: Application Lifecycle Management

. Common Problems

Problem
€ Win32 app install fails

[=] App stuck at "Waiting for install
status"

. Apps not visible in Company Portal
© LOB/MSI app fails silently
1 App installs but doesn’t work

& App stuck on ESP (blocking app)
k2] App reinstall loop

PowerShell script not running
@ Proactive remediations not working

& Store apps not installing

Description

Detection rule issues, dependencies, exit code problems

Client-side sync or service issue

Wrong assignment type, hidden category, ESP overlap
Signature issue, older install tech, version conflicts
Wrong install context, missing dependencies

App install timeout, detection rule never resolves

Incorrect detection rule causing perpetual install
attempts

Script timing out, unsigned script, wrong context
Detection/Remediation script error, assignment issue

Offline store app licensing or AAD Store sync issue

# Troubleshooting: Where to Look

LinkedIn Live
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us signal
Tool / Log Use it for
Win32 app install,
IntuneManagementExtension.log detection rules,
(C:\ProgramData\Microsoft\IntuneManagementExtension\Logs) PowerShell,

remediations

Traditional MSI/EXE

m AppEnforce.log (if co-managed via SCCM) installs via ConfigMgr

Policy status, app

MDM Diagnostic Report (MDMDiagReport.html) assignments

. Store app installation
_! Event Viewer > AppXDeployment-Server

logs
£81 Event Viewer > Microsoft-Windows-DeviceManagement-Enterprise- .

CSP failures
Diagnostics-Provider
5 Registry: App install status and
HKLM\SOFTWARE\Microsoft\IntuneManagementExtension\Win32Apps retry info

Visibility, deployment

Company Portal .
2 pany scope testing

Query app
() Graph Explorer assignment and
install status

Solutions / Fixes
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Scenario Fix / Resolution

- Check detection rule (script or file path must resolve correctl
2 Win32 app (scrip P V)

. . - Use exit code 0 or appropriate success codes
fails to install

- Validate install command works standalone

= App stuck at .
& App stuck a - Force a sync (Settings > Access work/school > Info > Sync)

. Waitiog for - Check IME log for policy fetch failures
install"

PowerShell - Ensure script is assigned to users (or devices if needed)
script skipped - Avoid interactive Ul in system context

L=l App reinstall - Review detection rule logic: e.g., missing file/folder check

loop - Avoid temp paths or environment variables that change
Q) Los/MmsI - Try wrapping MSI as a Win32 app (using IntuneWin)
fails silently - Verify MSI is signed or digitally valid

& App blocks - Set app as non-blocking during ESP if it's slow
ESP (timeout) - Use ESP diagnostics page (Ctrl + Shift + Win + D)

I App doesn’t - Switch install context (user/system)
work post-install - Include dependencies (e.g., .NET, VC++ redistributables)

Store apps - Confirm app is available to organization (not consumer)

not deploying - Use offline package if online store is restricted
Proactive - Check script output/logs under
remediations C:\ProgramData\Microsoft\IntuneManagementExtension\Logs\Remediations
not working - Ensure both detection and remediation scripts return expected values
X Pro Tips

. Always test detection rules thoroughly in a test device before going live.
e # Use Winget for modern app delivery and self-service support via custom

portal.

« 7 Use Scope Tags to limit app visibility across departments.

. Use Required + Available assignments for critical apps + self-service
fallback.
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& Cheat Sheet: Security & Compliance
. Common Problems

Problem Description

One or more compliance rules failing (e.g.,

Devi t ked liant . .
X Device not marke complian BitLocker, OS version)

. . CA tied to compliance, device not syncing, user
( Conditional Access blocking access .
mismatch

Policy applied, but drive not encrypted or TPM

BitLocker not reporting/enforcin .
- P g/ 6 unavailable

Tamper protection, ATP onboarding not working,

) Defender AV not rting health .
¥ Defender AV not reporting healthy disabled by GPO

Conflicts with local GPO or baseline, wrong profile

. Firewall settings not applying targeted

Device not syncing, targeting issue, duplicate

Compli licy stuck at pendi i
s Compliance policy stuck at pending objects

@, Device shows "Not evaluated" Compliance policy not yet applied or sync failed

Azure AD device + Intune device mismatch or stale

[=] Duplicate compliance records heybric join

& Custom settings via Endpoint Security not Incorrect scope tags, policy not supported on
applying platform

1 Proactive remediation scripts not . .. . e
Detection/remediation mismatch or failing silently

improving compliance

# Troubleshooting: Where to Look
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us signal
Tool / Log

IntuneManagementExtension.log
(C:\ProgramData\Microsoft\IntuneManagementExtension\Logs)

MDM Diagnostic Report (MDMDiagReport.html)

sl Intune Admin Center > Devices > [Device] > Compliance

Registry:
HKLM\SOFTWARE\Microsoft\PolicyManager\current\device\CompliancePolicy

Event Viewer > DeviceManagement-Enterprise-Diagnostics-Provider

1/ Event Viewer > Microsoft-Windows-BitLocker-APl/Management

Event Viewer > Microsoft-Windows-Windows Defender/Operational

€. Log Analytics (if enabled)

= Azure AD > Devices + Intune Devices

LinkedIn Live Intune Tips and Tricks

Use it for

Endpoint Security
& remediation
script behavior

Compliance
policies, settings
status

See exact
compliance rules
failing

Shows applied
compliance rules

CSP and policy
processing errors
(Event IDs 404,
201, 813)

BitLocker status
logs

Defender events

Defender ATP
health, threat
reports

Detect duplicate
objects / stale
records
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Solutions / Fixes

Scenario Fix / Resolution
. - Open device in Intune > check failing compliance rule
> Device not : ] )
i - Confirm user scope + policy assignment
compliant A
- Trigger sync manually
Conditional L. ;
Ae bll i - Go to Azure AD > Sign-in logs > check CA failure reason
ceess blocking - Make sure device is compliant and joined (AADJ/HAAD))
user

- Verify TPM (TPM.msc), partition style (GPT), Secure Boot
- Check BitLocker-API logs and MDM Diagnostic Report
- Use manage-be -status for state

1+ BitLocker non-
compliance

- Disable legacy AV tools

@ Defender - Check if Defender is running via PowerShell: Get-MpComputerStatus

unhealth
¥ - Verify Defender AV and ATP are not being disabled by other GPOs
k2] Firewall non- - Confirm no local policy conflicts (rsop.msc)
compliance - Set Defender Firewall profiles in Endpoint Security and test
"= Compliance - Ensure device check-in (Sync now or restart IME)

stuck at pending - Check if device has duplicated/stale records

Custom

i ) - Use logs to check if profile delivered
n Pom ecurity Validate platform (e.g., macOS, Linux are limited)
settings not . IR
: - Re-assign with simplified scope

applying

Duplicat
L :fp cate - Remove stale devices from AAD or Intune
compilance - Use Intune Troubleshooting blade to check user/device pair correctness
records
A. Proactive - Review logs at
remediations not  C:\ProgramData\Microsoft\IntuneManagementExtension\Logs\Remediations
fixing issue - Add logging in script and return proper exit codes (0 for success)
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X Best Practices

. & Assign compliance policies to Users, not Devices (unless kiosk/shared).

. Set clear actions for non-compliance (email, wipe, retire, CA).

« ) Use grace periods wisely to avoid false blocks.

« 4 For BitLocker, do not rely on OS-level encryption check only - validate
recovery keys in AAD.

e # Monitor compliance with Microsoft Defender for Endpoint + Intune
integration.

« "\ Use Update Compliance (Log Analytics) to track Defender and OS health at
scale.
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E Cheat Sheet: Windows Update for Business (WUfB)

. Common Problems

Problem Description

) o WUTB settings misconfigured, update service source
€ Devices not receiving updates -

mismatch
(® Updates stuck in "Pending install" Conflicting GPOs, metered network, low disk space

& Feat dat t applvi Incorrect assignment, paused servicing, ring
SATUTE Upaates not appiying misconfiguration
[=] Device keeps rolling back update Incompatible drivers, upgrade compatibility issues

(© Driver updates blocked or not

WUTB vs Intune policy conflict
controlled policy

® Device still using WSUS Co-management not offloaded or GPO forcing WSUS
"~ Reporting shows outdated patch status Update compliance not enabled, devices not syncing

Duplicate policies, missing assignment, or overwrite by
SCCM

@ Update ring settings not enforced
. Update ring stuck at “Not applicable”  Mismatch OS version or unsupported device type

Delay in quality or feature updates Devices respecting deferral days or paused state

2] Co-managed devices not updating from

Workload not shifted, SCCM still enforcing
Intune

LinkedIn Live Intune Tips and Tricks 10/10/2025
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us signal
# Troubleshooting: Where to Look

Tool / Log

sl Intune Admin Center > Devices > Monitor > Windows Update
(Preview)

WindowsUpdate.log (via PowerShell: Get-WindowsUpdatelog)

Event Viewer > Applications and Services Logs > Microsoft >
Windows > WindowsUpdateClient

K Event Viewer > SetupDiag

1 Registry:
HKLM\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate

.’ Azure Log Analytics (Update Compliance)

' Device Settings > Windows Update > View configured update
policies

@, Group Policy Result (gpresult /h report.html)

© Intune Troubleshooting + Graph Explorer

C:SWINDOWS.~BT\Sources\Panther\setuperr.log

LinkedIn Live Intune Tips and Tricks

Use it for

See update status per
device

Aggregate update events
from ETL logs

Errors, update source,
compliance issues

For Feature Update
failures or rollback
analysis

See WUfB, WSUS or GPO
settings enforced

Deeper insights into
update progress/failures

User-side confirmation
of update controls

Identify GPOs enforcing
WSUS or update
deferrals

Confirm update
ring/profile assigned
properly

Analyze feature update
failure root cause
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Solutions / Fixes

Scenario

€ Device not receiving updates

(® Updates stuck at pending

& Feature update fails

k2] Update rolls back

© WsuUs still used

"= Reporting missing devices
Update ring settings not applied

. "Not applicable" status

& Driver updates uncontrolled

2] Update delays despite
assignment

LinkedIn Live
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Fix / Resolution

- Ensure device is Azure AD-joined + Intune-enrolled
- Verify update ring is assigned to device group
- Remove conflicting GPOs enforcing WSUS

- Disable metered connection
- Free disk space
- Restart Windows Update services (net stop wuauserv)

- Check setuperr.log and setupact.log
- Pause ring, reboot, and retry
- Update drivers, BIOS if hardware-blocked

- Use SetupDiag to identify driver/app compatibility
- Suspend BitLocker if blocking upgrade

- Remove WSUS GPOs

- Set UseWUServer = 0 in registry

- Confirm co-management workload for updates is set to
Intune

- Enable Commercial ID in Intune profile
- Link Update Compliance workspace in Intune Tenant Admi

- Ensure no overlap between multiple rings
- Validate ring setting compatibility (e.g., SAC vs Targeted)

- Device may already meet update target
- Ensure correct OS version for Feature Update policy
targeting

- Use Intune > Update Policies > Driver update management
- Block driver updates via GPO if unmanaged

- Check if ring has deferral period set (quality/feature)
- Confirm pause state (View configured update policies)

Intune Tips and Tricks 10/10/2025
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X Best Practices

. Assign WUfB Update Rings to Devices, not Users.

. Use two rings: Pre-Production (pilot) and Production with staggered
deadlines.

« 4 Monitor Update Compliance (Log Analytics) for deep patching visibility.

o # Test Feature Updates with Feature Update Deployment Policy in a ringed
rollout.

« & Use Defender ATP integration for firmware/driver compatibility insights.

« O Avoid legacy WSUS GPOs — they override WUfB even if not assigned via
Intune.

# Cheat Sheet: Autopilot & Deployment

. Common Problems
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Problem
>{ Device not appearing in Autopilot

ESP stuck on “Identifying” or “Installing
appS”

& "Something went wrong" errors

k2] Device ends up in OOBE instead of Autopilot
flow

1 BitLocker not enabled post-deployment
& Device assigned wrong profile
S~ Enrollment fails at ESP or Intune stage

gm Hybrid Azure AD Join delays

~ Domain join not triggered (Hybrid)

© Assigned apps not installing during ESP

OOBE customizations not showing

Description
Hash not uploaded or profile not assigned

App install delays, blocking apps, bad detection
rules

AAD join, MDM enrollment, network/auth issues

Hardware ID mismatch, missing profile, network
error

Policy misapplied or user context issue
Profile conflict, default profile override issue
Timeout, firewall, or proxy issues

GPO or network requirements not met

Intune Connector not working or machine not in
scope

Required Win32 apps failing silently or
misassigned

Language mismatch, Windows version issue

# Troubleshooting: Where to Look

LinkedIn Live

Intune Tips and Tricks
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Tool / Log

C:\ProgramData\Microsoft\IntuneManagementExtension\Logs

C:\Windows\Logs\Autopilot (AutopilotDiagnostic.json, setup*.log)

Event Viewer > Microsoft-Windows-User Device Registration/Admin

“® Event Viewer > DeviceManagement-Enterprise-Diagnostics-Provider

¢ Intune > Devices > Enrollment Status

© Intune > Troubleshooting + Graph Explorer

- Autopilot Deployment Report (Preview)

49 Registry:
HKLM\SOFTWARE\Microsoft\Provisioning\Diagnostics\AutoPilot

% dsregemd /status

" Intune Connector logs (C:\Program Files\Microsoft
Intune\ODJConnectorService\Logs)

* MDMDiagReport.html

LinkedIn Live Intune Tips and Tricks

Use it for

App install & PowerShell
issues

ESP, enrollment, profile
errors

AAD Join problems

MDM errors during
provisioning

ESP progress & app
install insights

Confirm device-user
assignments

Device-by-device
deployment status

Profile & deployment
state info

AAD/HAAD)
troubleshooting

Hybrid AD Join
debugging

General policy and
configuration insights
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Solutions / Fixes

Scenario Fix / Resolution

- Capture & upload hardware hash using Get-
X Device not in Autopilot WindowsAutopilotinfo.ps1
- Ensure device is assigned a profile

- Mark long/slow apps as non-blocking
ESP stuck (ldentifying/Installing

- Verify detection rules & install commands
apps)

- Use Ctrl+Shift+Win+D to open ESP diagnostics

- Check dsregecmd /status and related Event Viewer logs
& AAD/MDM join fails - Verify user has Intune & AAD P1 license
- Confirm network time is correct

- Check if device has internet during OOBE
2] Device skips Autopilot flow - Confirm it's in Autopilot devices list
- Ensure the assigned profile is not deleted

- Ensure TPM 2.0, UEFI, Secure Boot are active

i BitLocker not enabied - Apply BitLocker via Endpoint Security policy, not legacy CSP

. - Verify device subnet has line-of-sight to DC
Domain join not triggered

- Confirm OU and connector scope is correct
(Hybrid)

- Check connector service logs

- Assign default profile properly

@ Wrong profile assigned - Remove overlapping profiles on same device

- Test install manually

© Apps fail during ESP - Review IntuneManagementExtension.log for install errors

- Ensure branding is uploaded in AAD > Company Branding

Custom branding notshowing Only visible during AADJ with supported builds

X Best Practices

. Use Azure AD Join over Hybrid AADJ unless domain dependencies exist.
« B Set up multiple Enroliment Status Pages (ESP) per group/scenario.

. Mark all non-critical apps as non-blocking in ESP.

« = Use Deployment Profiles per business unit/region.
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« 4 Test every app as Required + ESP scenario before mass rollout.

o # Keep test devices in dedicated Autopilot group (for pre-prod testing).

« & Always ensure Autopilot devices have internet during OOBE (before login).
« W Wrap apps using IntuneWin format with proper detection logic.

«  Assign ESP with a realistic timeout (30-60 mins for large app sets).
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Cheat Sheet: SCCM / Co-Management Migration (Hybrid to Modern)

. Common Problems

Problem Description

Co-management config not synced, device not

E: Workloads not switching to Intune .
reporting

CMG-only device, enrollment issues, hybrid join

X Device not showing in Intune ) X
misconfig

GPOs, ConfigMgr baselines, or app installs

Policies from SCCM and Intune conflict .
overriding Intune

2% Duplicate/stale records in AAD & Intune Old hybrid join or multiple joins creating sync chaos

- Intune workloads assigned, but device not . . . . .
) Client inactive or improperly registered
responding

Dependencies or detection logic not migrated

App installs failing after migrati
© App installs failing after migration properly

Workload not moved or legacy policy blockin
1 Windows Updates still from WSUS aan B

WUfB
® BitLocker not enforcing from Intune Old GPO or MBAM interfering
& Conditional Access blocking due to non- Intune policies not applied yet or MDM not
compliance complete

ODJ connector misconfigured, DNS or line-of-sight

Hybrid Join devi t i ..
[=] Hybrid Join devices not progressing missing

€ ConfigMgr apps not converting cleanlyto  Detection logic mismatch, content size limits,
IntuneWin dependencies lost

# Troubleshooting: Where to Look
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us signal
Tool / Log

CoMgmtHandler.log (C:\Windows\CCM\Logs)
IntuneManagementExtension.log
PolicyAgent.log / ClientiIDManagerStartup.log
sl Intune > Devices > All Devices
~~ SCCM > Monitoring > Co-management dashboard

_! AAD Portal > Devices

% dsregemd /status

=] Workload MDM report (via WMI)

@, Graph Explorer

Registry:
HKLM\SOFTWARE\Microsoft\DeviceManageabilityCSP

L Windows Update logs (Get-WindowsUpdatelLog)

LinkedIn Live Intune Tips and Tricks

Use it for

Tracks co-management config and
workload switching

Application installs, PowerShell script
execution post-switch

Enrollment, token, and registration
issues

Look for device status, compliance, las
check-in

Overview of workload shift and device
enrollment status

Check join type, compliance, last
activity

AAD join and device registration debu,

Get-WmiObject -Namespace
root\ccm\cmagent -Class
CCM_Workload

Dig into real-time device and user
object metadata

Validate CSPs pushed via Intune post-
switch

Ensure WUTfB policies being picked up
post-switch
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Solutions / Fixes

Scenario

E5l Workloads not switching

X Device not appearing in
Intune

Conflicting policies

- Device not responding to
Intune

© App install failures

I Windows Update still WSUS

® BitLocker not applying

& Conditional Access failing

[=] Hybrid Join delays

€ IntuneWin packaging
problems

[=] Device has multiple AAD
objects

LinkedIn Live

q

Fix / Resolution

- Confirm device is in proper Pilot Intune group
- Review CoMgmtHandler.log for last sync
- Refresh co-management config in SCCM

- Ensure MDM enrollment is enabled
- Check EnrollmentStatus in WMI
- Remove stale entries from AAD/Intune if needed

- Remove legacy GPOs (via security filtering)
- Review SCCM Baselines for overlapping CSPs

- Trigger manual sync via Company Portal or script
- Restart IntuneManagementExtension

- Review IntuneManagementExtension.log for install
command/detection
- Test app independently before converting

- Move Software Updates workload in SCCM
- Remove legacy GPOs forcing WSUS

- Disable MBAM policy in SCCM
- Switch to Endpoint Security > Disk Encryption

- Check if device is showing Compliant in Intune
- Sync device + confirm compliance policy assignment

- Ensure network line-of-sight to domain controller
- Check connector logs and AD join OU scope

- Limit complex dependencies
- Use modern detection logic (file/registry/PowerShell)

- Cleanup stale device entries in AAD manually or script
- Re-enroll| problematic device with dsregcmd /leave then rejoin
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34

X Best Practices

« k& shift workloads gradually using Pilot groups — monitor behavior before
going global.

o & Convert GPOs to Intune Settings Catalog or Security Baselines using Group
Policy Analytics.

« == Use SCCM scripts to offboard legacy components before flipping workloads.

. Track workload migration using ConfigMgr Co-management Dashboard.

e © Regularly clean up stale hybrid AAD devices.

« W Pre-test all IntuneWin apps, especially large ones, using ESP and required
mode.

« Ul Enable Update Compliance + Log Analytics for proper patch tracking.

e . Use Setup Scripts or Proactive Remediation to clean endpoints during
migration.

< Cheat Sheet: Proactive Remediation & Scripting

. Common Problems
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us signal
Problem Description
¢ Remediation script not running No assignment, syntax error, or device ineligible

1% Detection script always returns “Not . . .
. .\ Missing exit code, logic error, or no output
applicable

L= Script keeps running on compliant devices  Improper detection logic or incorrect return codes
-+ No reporting data in Endpoint Analytics Analytics not enabled, or device not Hybrid/AAD)

. . Missing module, permission error, or wrong
& Script fails silently

context
(© Cannot access user context or registry Script runs in SYSTEM context by default
€ Intune fails to deploy script Win32 app packaging error or large payload size

. . Execution policy not bypassed, AMSI blockin
® PowerShell scripts blocked by policy policy ol ;

script
(1. Encrypted data (like SecureStrings) not Decryption fails outside session due to context
usable mismatch

Conflicts between remediati dInt _ . . . . .
lici fahion and intune Script fights with baseline/config profile settings
policies
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# Troubleshooting: Where to Look

Tool / Log

Use it for

Remediation

C:\ProgramData\Microsoft\IntuneManagementExtension\Logs\RemediationScript.log result

IntuneManagementExtension.log

Event Viewer > Microsoft > Windows > DeviceManagement-Enterprise-
Diagnostics-Provider/Admin

% Endpoint Analytics > Proactive Remediations

@, Graph Explorer

@ Registry:
HKLM\SOFTWARE\Microsoft\IntuneManagementExtension\SideCarPolicies\Scripts

Task Scheduler > Microsoft > Intune > SideCar

£ Get-ScheduledTask / Get-EventLog

LinkedIn Live Intune Tips and Tricks

Script runtime
issues, policy
delivery errors

Script and
MDM policy
application
failures

High-level
success/fail
status per
script

Check if device
has received
assignment
and policy

Validate script
policy delivery

Confirm script
scheduled task
creation and
run status

Further task
execution and
result tracking
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us signal
Solutions / Fixes

Scenario Fix / Resolution

- Confirm assignment to AAD device group
€ Script not running - Ensure device is Azure AD-joined or Hybrid
- Wrap script properly, use exit 0 for compliant

- Ensure script exits with exit O (compliant) or exit 1 (non-
compliant)
- Log output to validate variables

2% Detection always returns
“Not applicable”

- Refine detection logic to accurately identify non-compliance

Script runs unnecessaril . . . i
L P 4 - Avoid using hardcoded values or ambiguous conditions

- Ensure Endpoint Analytics is enabled in Tenant settings
-+ No Endpoint Analytics data - Verify that Windows 10/11 Pro/Enterprise is supported &
enrolled

- Use try { } catch { } blocks

Script fails silentl . .
© script fails silently - Output logs to C:\ProgramData\ to validate execution

- Use "Run this script using the logged-on credentials" only when
& No user context needed
- Avoid accessing HKCU or C:\Users if running in SYSTEM

- Use base64 encoding for large outputs

Script not deployi . P i
@ Scrip ploying - Split complex logic into modular functions

- Avoid storing credentials unless absolutely necessary

S String| fail .
- secure rmg{ ats - Use Managed Identity (Graph API) where possible

. . . - Audit Intune config profiles and baselines to ensure scripts
Policy/script conflict , . .
don’t override them or vice versa

Script Use Cases (Detection + Remediation Ideas)
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Use Case
Fix broken OneDrive client
. Clean up legacy GPO registry keys
® Location-aware config
App version check & self-heal
1. BitLocker enforcement audit

sl Enable telemetry/logging

. Compliance shims

Folder cleanup

L | Restart stuck Windows Update
service

Disable legacy AV

X Best Practices
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What It Does

Detect if sync client not running, restart or reinstall
Detect specific keys, remove them silently

Detect based on IP/hostname and apply custom settings
Detect outdated app and trigger reinstall from Win32
Check encryption state and trigger Intune re-sync
Detect disabled services and re-enable if required

Create pre-CA checks to set dummy compliance based on
logic

Detect large profiles or temp folders and clear them on
schedule

Detect wuauserv state and reset it if hung

Check for McAfee/Symantec and initiate uninstall

. Always log script output (e.g., Out-File -Append to ProgramData) for

postmortem

e @ Use Write-Host in Detection and Start-Transcript in Remediation

« @ Avoid long-running remediation scripts — aim for <10 minutes

. Schedule remediation cadence based on urgency (daily, hourly, weekly)
o B Test scripts via Win32 app wrapper before production push

« [ Use Intune Win32 app for complex logic instead of Proactive Remediation if
it needs download/dependency
« 4 Use Graph API or Managed Identities for secure actions — avoid embedded

creds
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